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MWHUCTEPCTBO OEPA30BAHUA U HAYKU POCCUACKON ®EQEPALIUN

OENAPTAMEHT FOCYOAPCTBEHHOM MNONMUTUKU B COEPE
OBLUENO0 O6PA30BAHUA

MUNCbMO
ot 14 mas 2018 r. N 08-1184

O HAMPABJIEHUA UH®OPMALIMUA

[enapTameHT rocyaapCTBEHHOW NONUTUKM B cdepe obLero obpasoBaHms MuHobpHaykm Poccum HanpasnseT
ONns cBedeHus paspaboTaHHble BpemeHHon komuccumen Coseta Pegepauum no pasBuTUO MHEGOPMALMOHHOIO
oblecTBa MeToAMYECKME PEKOMEHAAUMM O pasMelleHMM Ha MH(OPMAUUOHHbIX CTeHAaX, odumumanbHbIX
WHTEpHeT-canTax u Apyrnx MHAOPMAaLMOHHBIX pecypcax obweobpasoBaTenbHbIX OpraHvM3auui 1M OpraHos,
OCYLLECTBNAKLNX ynpaBneHne B cchepe obpasoBaHus, MHopmaumm o 6e3onacHoM NOBEAEHUN N UCMONb30BAHUN
cetn "HTepHeT".

Ovpextop JenapTameHTa
A.E.NETPOB

Mpunoxexue

METOAMYECKME PEKOMEHOALIMA
O PABMELLEHMN HA UH®OPMALIMOHHbIX CTEHAAX, O®PULIMATIbHbIX
WHTEPHET-CAUTAX U APYTNX UHOOPMALIMOHHbIX PECYPCAX
OBLEOBPA30OBATE/bHbIX OPFTAHU3ALIUA U OPFAHOB, OCYLLECTBNAIOLLNX
YNPABJNEHUE B COEPE OBPA30BAHUA, UHOPOPMALIUUN O BE3OMNACHOM
NOBEAEHUUN N1 UCNOJNTIb3OBAHUU CETU "MHTEPHET"

Okcneptamn u uneHamm BpemenHon komuccum Coeta degepauum no pasBUTUIO MHEAOOPMALMOHHOIO
obuecTBa B pamMmkax BbIMOSTHEHUS pEKOMEHAALMIA NapfaMeHTCKUX CrylaHuin "AKTyanbHble BONpockl obecneveHus
6esonacHoCTM 1 pa3BuUTUS geTen B MHHOPMaLMOHHOM NpocTpaHcTBe", koTopble npownu B CoBeTe Pepepaumm 17
anpensa 2017 r., 6b1nn pa3paboTaHbl METOANYECKME PEKOMEHAALMM O Pa3MeLLEHMM HAa MHOPMALMOHHbBIX CTEHAAX,
odmumanbHbIX MHTEPHET-CaNTax N APYrMx MHAOPMAaLMOHHBLIX pecypcax obuieobpa3oBaTernbHbIX OpraHM3auuin u
OpraHoB, OCYLLECTBMAOLWMX ynpaBneHne B cdepe obpasoBaHus, MHopmauum o Be3onacHoOM MoBeSeHUN U
ncnonb3oBaHun cetun "MIHTepHeT" (ganee - MeToaNYECKNE pEKOMEHZaUNN).

MeToguyeckue pekoMeHAauuMu HamnpaBfieHbl Ha KayeCTBEHHOE MOBbILWEHNE YPOBHSA WHEOPMALMOHHOM
aedarenbHocTM o0Lleobpa3oBaTenbHbIX OpraHuMsauuMii M OopraHoB, OCYLLECTBMSAKLWUX YyrnpaBneHve B cdepe
obpa3soBaHus, B YacTv MHHOPMMPOBAHUS YHaALLUXCH, UX POAMTENEN (3aKOHHbIX NPeACTaBUTENen) N negarornyeckmx
paboTHMKOB 06 OCHOBHbLIX acnekTax MHopMaLnoHHON BGe3onacHoOCTH.

MeToanyeckne pekoMeHOauuMM  MO3BOMAT  o6lleobpasoBaTeNbHbIM — OpraHu3auusmMm W opraHam,
OCYLLECTBAIOLWMM ynpaBreHme B cdpepe o6pa3oBaHusl, akTyanusnpoBaTth yXe UCMOosib3yeMble U pa3MeLleHHble

NMHOPMALIMOHHBIE MaTepuansbl, Tak U MOATOTOBUTbL MX B Cllydae MX OTCYTCTBUSA C YY4ETOM Jy4yllMX MPaKTUK U
pekomMeHaauunn.

B pamkax meTognyecknx pekoMeHaauui paccmaTpmuBatoTCa crnegyroLwmne NHCTPYMEHTDI:
1. NHPOPMALIMOHHbIE CTEHADI;

2. ocpuumanbHble MHTePHET-PECYPChI;
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3. cpeacTBa MaccoBow MHbopmMauun (LLKOSbHbIE ras3eThbl, Negarornyeckne n3gaHusa n gpyrve).
UHopmMaumnoHHbIe cTeHAbI

Ha wHdopmaumoHHbIXx cTeHgax B obweobpasoBaTefbHbIX OpraHM3auusx, pacrnorniokeHHbIX B one
yYpeXaeHun M B kabuHeTax, OCHALEHHbIX MepCOoHarbHbIMM YCTPOWCTBAaMM ANs Bbixoda B ceTb "VIHTepHeT",
pekomMeHOyeTCs pasMecTUTb WH(OPMaUMOHHbIE MNaMATKW, codepXaliue OCHOBHble COBeTbl Mo obecneyeHuio
WMHOPMaLIMOHHOM 6E30NMaCHOCTU yYaLLMXCA.

B NPUITOXEeHUN N 1 K MeTognmyeckmm pekomeHgaunam npencrasiieH 06pa3eu, NaMATKMN And pasMelleHna Ha
I/IH(bOpMaLI,MOHHbIX cTeHpgax.

CpeacTtBa maccoBou uHcgopmauum

B cpeactBax MaccoBoW MHGOpPMaLMM, OPUEHTMPOBAHHBLIX Ha OOy4YaloLMXCsl, PEKOMEHAYETCS B TedeHue
y4yebHOro roga perynsipHo nyGnvkoBaTb MHOPMAaLMOHHbIE MaTepuarnbl, MNOCBSILLEHHblE OTAErNbHbIM acnekTam
NHOpPMaLIMOHHOW Ge30NacHOCTH, a Takke pas3nmyHble NaMATKU 06LLEero xapakrepa.

B cpepctBax maccoBor MHGpopmauumy, OPWEHTUPOBAHHBLIX HA Mefarorndeckytd  ObLLEeCTBEHHOCTD,
pekoMeHOyeTCs B TeYeHWe KaneH4apHoro roga perynspHo nybnukoBaTb WHGOpMaUMOHHbIE MaTepuansl,
MOCBSILLIEHHbIE OTAENbHbIM acnekTam MWHGOopMauuoHHon 6e30MacHOCTU KakK HECOBEPLUEHHOMETHUX, TakK U
obuweobpasoBaTenbHbIX OpraHM3auuin, a Takke pasnuyHble namsiTku, 0030pbl HOPMaTUBHO-MPaBOBOMO
perynmpoBaHusi aHHon cdepbl U MHOPMALMIO O aKTyarbHbIX MEPOMPUATUSAX N CODLITUSIX B AaHHON cdepe.

B xone npoBeaeHust EquHoro ypoka no 6esonacHocTu B ceth "MIHTepHeT" pekomeHayeTcst obecneyvmTb BbIMyCcK
TeMaTU4ecKoro BbiMycka cpecTBa MaccoBor MHGopmMaumm nnbo cepun nyonvkaumin, cpeam KoTopbiX pacCMOTPETb
OpraHvM3oBaHHble MeponpuATUSA Ans obydatowmxes, ux pogutenen (3akoHHbIX NpeacTaBuTeNei) n negarorn4eckon
06LEeCTBEHHOCTM.

OdwmumnanbHble UHTepHeT-pecypcbl
ObuweobpasoBaTenbHbIM OpraHM3auMsM peKoOMeHAyeTCcs Ha cBoux odmuymnanbHbix WHTepHeT-pecypcax

obecneunTb (PYHKUMOHMPOBaHWE CaMOCTOSITENBHOIO W creuvanvavpoBaHHoro pasgena "MHdopMaunMoHHas
6esonacHoCTL", B pamMmkax KOTOPOro NpeaycMOTPeTb pa3MeLLeHre crieaytoLLein UHgopmMaLum:

N Pasgen/nogpasgen | ®opmMaT npeacraBneHus CopepxaHvne matepuanos
mMaTepuarnos
1. |JlokanbHble Konun ooKyMeHTOB B PasmeluatoTcs Konun 4OKYMEHTOB, T.€.

HOpMaTUBHbIE akTbl B | bopmaTe *PDF CKaHUPOBaHHbLIN BapuaHT JOKYMEHTa,
chepe obecneyeHus COOTBETCTBYIOLLMIN TpeBOBaHUAM K
NHOPMALIMOHHOW napamMeTpam CKaHMPOBaHUS.
BesonacHocTn Pa3meLllaoTca OKYMEHTHI,
obyyvatoLmxcs pernaMeHTUpyoLwme opraHnsaumio m

paboTy C nepcoHarnbHbIMN AaHHbIMY,
nnaHbl MepoNpUsTUA No obecneveHunto
NMHpopMaLIMOHHOM Be30nacHOCTU
obyvaroLwmxes u gpyrve.

2. |HopmatuBHOE Konun fokymeHTOB B My6nunKyoTCsa akTyanbHble CBe4eHUS O
perynuposaHue dopmarte “PDF hedeparnbHbIX 1 permoHarnbHbIX 3aKOHaXx,
MMCbMax OpraHoB BriacTu u gpyrue
HOPMaTUBHO-MPaBOBblE JOKYMEHTHI,
pernameHTVpyloLme obecneveHne
NMHpopMaLIMOHHO Ge30nacHOCTH
HecoBepLUeHHoneTHuX. flonyckaeTcs
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BMECTO Konui pa3mellaTtb rmnepccCblyikn Ha
COOTBETCTBYKOLLNE OOKYMEHTbI Ha cantax
OpraHoBs rocyp,apCTBeHHon BnacTw.

3. |Meparornyecknm TekcT Ha cTpaHuLe canTta | Pasmellatotca metoguyeckme
paboTHukam Konuun goKymeHTOB B pekoMeHJaUnm1 1 yKasbiBaeTcs
dopmarte “PDF NHOPMaLNS O MEPONPUATUSIX, NPOEKTaX U

nporpaMmmax, HarnpaeIieHHbIX Ha
noBblLLEHNE NH(OPMaALMOHHOM
rPamMoTHOCTW Negarorndecknx paboTHMKOB.

4. | Oby4yatowmmcs TekcT Ha cTpaHuLe canTa | PasmellaeTcs MHOpMaLMoHHasa naMaTka
(npunoxenune N 2) n ykasbiBaeTcs
MHdopMaLNsi O MEPONPUATUSIX, MPOEKTaX U
nporpammax, HanpasfieHHbIX Ha
noBblLLIeHne NHOPMaLMOHHOM
rpaMmoTHOCTM 0ByyvatoLmxcs.

5. Pogutensam (3akoHHbIM | TEKCT Ha CTpaHuLe canTa | PasmelwaeTca nHpopMaumoHHas namsaTka
npeacTaBUTENAM) (npunoxeHue N 3).
obyyaromxes

6. |[eTckue 6e3onacHble | TeKCT Ha cTpaHuue canTta | PasmeluaeTcsa nHgopmaums o

caunThl pekomMmeHayeMbIX K UCMOoJ1b30BaHUIO B
y4ebHOM npouecce besonacHbIx canTax,
B©aHHepbl 6e30nacHbIX 4ETCKUX CAaNTOB.

OpraHam, oCyLLeCTBSAIOWMUM ynpaBneHne B chepe obpaszoBaHusi, pEKOMEHAYETCS Ha CBOMX odULManbHbIX
NHTepHeT-pecypcax obecneunTb YHKLMOHMPOBAHUE CaMOCTOSITENLHOTO U CreuuanvM3vpoBaHHOro pasaena
"UndopmaumoHHas 6e3onacHOCTL", B paMKax KOTOPOro npegycMoTpeTb pasMelleHue cnegyollen nidopmaumn:

Mpunoxexne N 1

NAMATKA . .
AnA obyYAKOLWLKMXCA O UHOOPMALMOHHOU BE3OINACHOCTU AETEUN

HENb3A

1. BceM nogpsig coobLliaTb CBOK YacTHY MHopMauuio (Hactoswme ums, damunuio, TenedoH, agpec,
HOMEp LLKOIbI, a Takke doTorpadum CBou, CBOEN CEMbU U OpY3EN);

2. OTKpbIBaTb BrOXEHHbIE (halnbl 3/IEKTPOHHONM MOYThI, KOr4a He 3Haellb OTNpaBUTENS;
3. MpybuTb, NnpuanpaTbCs, Oka3biBaTh JABEHNE - BECTU cebA HEBEXITMBO U arpecCrBHO;
4. He pacnopsikancs AeHbramm TBOel cembyn 6e3 paspeLleHus CTapLumMX - Bcerga crnpalivBan poguTenen;

5. He BcTpevancsa ¢ VHTepHeT-3HaKoOMbIMU B pearnbHOW XW3HU - NOCOBETYMCS CO B3POCIbIM, KOTOPOMY
aosepsiellb.

OCTOPOXHO

1. He Bce nuuwyT npasay. Yutaewsb o cebe Henpasay B VIHTepHeTe - coobLm 06 3TOM CBOMM pOAMTENSM UMK
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onekyHaw;
2. MpurnawatoT nepenucbiBaThCs, UrpaTe, 0OMEHMBATLCA - MPOBEPb, HET NN NOOBOXA;
3. HesakoHHOe konupoBaHue gannos B VIHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBay B3pocibiM O Mpobriemax B CETU - OHU Bcerga noMoryT;

5. Ncnonb3yin HacTpolikn 6e30nacHOCTM U MpUBATHOCTM, YTOObI HE NOTEPSATb CBOW aKkayHTbl B COLICETSIX U
Apyrux nopranax.

MOXHO
1. YBaxkan gpyrux nonb3oBaTenen;
2. Monb3yewbcs VIHTEPHET-UCTOYHMKOM - AeNnan CCbISKy Ha Hero;
3. OTKpbIBaW TONbKO Te CCbISIKN, B KOTOPbIX YBEPEH;
4. ObLwaTbCH 3a NOMOLLbIO B3POCMbIM - POAUTENW, ONEKYHbI U aAMUHUCTPaUMS CanToB BCerga nomoryT;

5. Mpongn obyyeHne Ha carte "CeTeBUYOK" 1 Nony4yn nacnopT undpoBoro rpaxgaHunHal

Mpunoxexune N 2

MHPOPMALIMOHHAA NAMATKA
AnA ObYYAKOLWNXCA AnA PASMELLEHNA
HA OOULUNATIBbHBLIX MHTEPHET-PECYPCAX

C KaablM rogomM MOSOAEXU B UHTEPHETE CTaHOBUTLCHA OOMblue, a LUKONIbHMKA OOHU U3 CaMblX aKTUBHbIX
nono3oBatenen PyHeta. Mexgy Tem, NOMMMO OFPOMHOIO KOMMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT MU
npobnembl. 3Ta namsATka JormkHa Nomoyb Tebe 6Ge3onacHo HaxoauTbCS B CETU.

Komn bHOTEePHblIe BUPYCbI

KomnbloTepHbIi BUPYC - 3TO PasHOBMOHOCTb KOMMBIOTEPHBIX NPOrpamMm, OTINYUTENBHOW OCOBGEHHOCTHIO
KOTOPOW SIBNSIETCSA CMOCOBHOCTL K Pa3MHOXEHUIO. B JONONHEHWE K 3TOMY, BUPYChI MOTYT NOBPEAUTL U NOSNHOCTbLIO
YHUYTOXWTE BCe (halfibl U AaHHble, MOOKOHTPONbHbIE MOSb30BaATENo, OT MMEHM KOTOPOro Obina 3anylieHa
3apakeHHasi nporpammMa, a Takke NMoBPeauTb UK JaXke YHUUTOXUTL ONepaLyoHHYH0 CUCTEMY CO BceMu channamm B
uernom. B 6onblUMHCTBE CryvyaeB pacnpoCTPaHsITCst BUPYChl Yepes MHTEPHET.

MeToabl 3aLWmMTbl OT BPE4OHOCHbIX MPOrpamm:

1. Mcnomnb3yil COBpPEMEHHble OMepauMoHHbIe CUCTEMbl, UMEHLWMe Cepbe3Hbli YPOBEHb 3aliuTbl OT
BPEAOHOCHbIX NMporpaMm,;

2. TloCcTosHHO ycTaHaBnvBan nadvtu (LMdpoBble 3annaTku, KOTOpble aBTOMATMYECKM YCTaHaBMMBAKTCA C
uenbo gopaboTkM nporpammbl) U Apyrne OOHOBMEHUSA CBOEW OnepauuoHHOM cuCTeMbl. CkaumMBal MX TOMBKO C
odmumanbHoro canrta paspabotunka OC. Ecnu cylectByeT pexnm aBToMaTuieckoro 0GHOBMEHUS, BKITHOYM €r0;

3. PaboTan Ha cBoeMm KOMMbIOTEPE NOoA npaBaMu MNoJjib3oBaTtend, a He agMUHUCTpaTopa. OTO He No3BONUT
6OJ'IbLIJI/IHCTBy BpPeAOHOCHbIX MporpaMm MHCTannmMpoBaTbCA Ha TBOEM NepCOHANIbHOM KOMMNbIOTEPE;

4. Ncnonb3yn aHTUBMPYCHble MNporpaMMHble NPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMaTUYECKUM
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obHoBneHuem 6as;
5. OrpaHuyb hunanyeckunin JOCTyMN K KOMMNbIOTEPY AJ1S1 MOCTOPOHHMX NNLL;

6. Micnonb3ayi BHeELWHWE HOCUTenNu nHdopMaLmm, Takue Kak dnetuxka, Auck unu pann us UHTepHeTa, TONbKo U3
NPOBEPEHHbIX UCTOYHUKOB;

7. He oTkpbIBan kKOMNblOTEPHbIE halsbl, NOMyYeHHbIE N3 HEHAOEXHbIX MCTOYHMKOB. [laxe Te dpanrnbl, KoTopble
npucnan TBON 3HaAKOMbIN. Jlyylle yTOYHW y Hero, oTrnpasnisan fnn oH Tebe mx.

Cetn WI-FI

Wi-Fi - aTO0 He BMA nepedaym AaHHbIX, HE TEXHOMOorus, a Bcero nuwb G6peHp, mapka. Ewe B 1991 rogy
HuagepnaHackas KomnaHusi 3apernctpuposana 6peHg "WECA", yto obosHadvano crnoBoco4veTaHue "Wireless
Fidelity", koTopbIi nepeBoanTcs kak "decnpoBogHast TOYHOCTL".

[lo Hawero BpemeHn powrna pgpyrass abbpeBuartypa, koTopasi SBNSETCA TaKOW e TexHosorven. 370
abbpesunaTypa "Wi-Fi". Takoe Ha3BaHWe ObINO AaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOW TexHWKMU Hi-Fi, yTo B
nepeBoAe O3Ha4aeT "BblCOKas TOYHOCTL".

Oa, 6ecnnaTHbIN WMHTEPHET-OOCTYN B Kade, OTensxX M a’3ponoprax SBNAETCA OTMMYHOW BO3MOXHOCTbIO
BbIXOAa B UHTepHeT. Ho MHOrne akcnepTbl cuntatoT, Yto obwenocTtynHele Wi-Fi ceTu He aBnsioTcst 6e3onacHbIMU.

CoBeTbl No 6e3onacHoCcTN paboTbl B 00WwenocTynHbIX ceTax Wi-fi:

1. He nepepaBan cBOK nu4YHyk WHopmaumio deped obwepoctynHele Wi-Fi cetn. Pabotas B Hux,
XenaTtenbHO He BBOAWTb Maponu A0CTyna, NOrMHbl U Kakme-To HOMepa;

2. Nicnonb3yn n o6HOBNAN aHTUBMPYCHbIE NporpaMmbl 1 OpaHamayep. Tem cambiM Tbl 06e3onacuilb cebs oT
3aKayku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpwu ucnonesosaHunm Wi-Fi otkntoun doyHkumto "O6wmin goctyn k dhainam u npuHTepam". aHHas yHKUma
3aKpbiTa No yMOS4YaHUo, O4HaKO HEKOTOpPbIE MOMb30BaTENM akTUBMPYIOT ee Ansl yAo0CcTBa ncnonb3oBaHus B paboTte
nnm y4yebe;

4. He ucnone3yn nyonuyHein WI-FI gna nepegady nuuHbIX AaHHbIX, HAaNpMMep Anst Bbixoga B couunanbHble
CETUW WUIN B 3MEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tomnbko 3alwumileHHoe coeamHeHne veped HTTPS, a He HTTP, T.e. npn Habope Beb-agpeca
BBOAW MMeHHO "https://";

6. B mobunbHoM TenedpoHe oTknoun dyHkumio "MNoaknioveHne k Wi-Fi aBTomatuyeckn". He ponyckan
aBTOMaTU4eCKOro noaknoveHus ycrtponcrtea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTu

COLI,I/IaJ'IbeIe CeTN aKTUBHO BXOOAT B HalWly XXU3Hb, MHOrne nwoogu pa60Ta+0T N XMUBYT TaM MNOCTOAHHO, a B
Facebook yxe 3aperctpupoBaH MUNnMapg YerioBeK, YTO SABMNAETCA OAHOW CeabMOM BCEX XUTEeNen NnaHeThbl.
MHorve nonb3oBatenn He MOHUMAKOT, YTO MHGOPMALMS, pasMeLLeHHas UMW B COUManbHbIX CETSX, MOXET OblTb
HardeHa 1 UCnonb3oBaHa KeM yrogHo, B TOM Yuchne He oba3aTtenbHO ¢ bnarmmm HamepeHusIMun.

OcHoBHbIe coBeTbl N0 6e30MacHOCTU B CoLMarnbHbIX CETAX:
1. OrpaHunyb cnmcok gpysen. Y 1ebs B opy3bsx He AOSMKHO ObiTb CryYalHbIX M HE3HAKOMBbIX Noaen;
2. 3awmwian CBOK YacTHyI XM3Hb. He ykasbiBal naponu, TenedoHbl, agpeca, AaTy TBOEro POXAEHUS U

OPYryto NMUYHYIO MHd)OpMaLI,MI'O. 3J'|0yMbILIJJ'IeHHMKI/1 MOTyT UCNONb30BaTh AaXe I/IH(*)OpMaLLMI'O O TOM, KaK Tbl 1 TBOU
poauTenn nnaHnpyeTe npoBeCTU KaHUKYIbI,
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3. 3awumwan ceoto penyTauumio - JEPXM ee B YNCTOTe M 3agaBan cebe Bonpoc: xoten Obl Thbl, YTOObI Apyrne
nonb3oBaTeNW BUAENM, YTo Thl 3arpyxaelub? Mogymai, npexae 4em 4YTo-To onybrmMkoBaTtb, HaNUcaThb U 3arpysuThb;

4. Ecnu Tbl roBOpULLIb C NMIOAbMW, KOTOPbIX HE 3HaeLlb, HEe UCMOMNb3Y CBOE pearibHoe UMsi U APYrYHO JINYHYIO
NMHopMaLMK: UMSI, MECTO XKUTEeNbCTBa, MECTO y4ebbl 1 Npovee;

5. MN3beran pasmelleHus doTtorpadui B IHTepHeTe, rae Tl M306paeH Ha MEeCTHOCTU, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMNOSIOXEHUE;

6. Mpwn pernctpayumn B coumanbHOM CETU HEOBXOANMO UCMONB30BaTh CAOXHbLIE MAPONN, cocTosLmne N3 BykB n
umdp 1 C KONMYEeCTBOM 3HAKOB HEe MeHee 8;

7. nga couynanbHOM ceTn, NoYThl K Aapyrnx CcalToOB HEODOXOAMMO MCMNOMb30BaTh pa3Hbie naposnu. Torga ecnu
Tebs B3aNomatoT, TO 3J10yMbILUNEHHUKK nony4aT OOCTyn TOJIbKO K OAHOMY MECTY, a He BO BCe Cpasy.

3neKTp0|-||-|b|e AeHbrn

SﬂeKTPOHHbIe OEHbIN - 3TO OYEHb yLI,O6HbIIZ crnocob nnartexemn, oaHaKo CyleCTByHOT MOLUEHHUKN, KOTOPbIE
XOTAT NONY4YUTb 3TU OEHbIU.

SJ'IeKTpOHHbIe OeHbIv NoABUNNCb coBCEM HeAaBHO N UMEHHO 13-3a 3TOIro BO MHOIMNMX rocyaapcrteax 4o CUx nop
He NMponncaHo Npo HMUX B 3aKOHaXx.

B Poccun ke oHU OyHKUMOHUPYIOT M O HUX YK€ NMPOMMCaHOo B 3aKOHe, rae MX pasgensitoT Ha HECKOMbKO BMOOB
- dHOHNMHbIE N HE aHOHWMNMHBIE. PaaHmua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOprX pa3pemaeTc;| I'IpOBOJJ,I/ITb
onepauun 6e3 MOeHTUUKALUU MOMb30oBaTensl, @ B HEAaHOHUMHbIX WAEHTUMMKAUMS MOoNb3oBaTeNs SBNSeTCS
obs3aTenbHOMN.

Takke cnegyeT pasnuuyaTb 3MEKTPOHHble uaTHble OeHbrM (paBHbl OCY4APCTBEHHLIM BanwTaMm) U
3MNeKTPOHHble HedmaTHbIe AeHbIM (HE paBHbI FOCYAapCTBEHHbIM BarntoTam).

OcHoBHble coBeTbl N0 6e3onacHom pa60Te C 3NNIEKTPOHHbIMU OAE€Hbramu:

1. MNpuBsSXM K cHETY MOBUNBHBIV TeNnedoH. 3To camblii yA0OHLIN 1 BbICTPLIA CNOCO6 BOCCTAaHOBUTL AOCTYN K
cyety. [MpuBssaHHbIN TenedoH NOMOXeT, ecnu 3abygellb CBOW MraTeXHbI Napornb Wnv 3angellb Ha CauT C
HEe3HaKoMOro yCTpPOWCTBa;

2. Vicnonb3yin ogHopasoBble naponu. [ocne nepexoda Ha YCUIEHHyO aBTopusauuio Tebe yxe He Oyaet
YrpoXaTb ONaCHOCTb KpaXkn UM nepexeara NnaTexHoro napons;

3. Bbibepu cnoxHbii napone. MNMpectynHmukam 6yaeTt He NPOCTO yragaTb CNOXHbIM Naponb. HagexHble naponu
- 3TO Napornu, KoTopble codepXaT He MeHee 8 3HaKOB U BKIOYatoT B Ce0si CTPOYHbIE Y NPOMUCHBIE BYKBbI, LIMGPbI U
HECKOIbKO CMMBOJIOB, TakWe Kak 3HaK gonnapa, yHTa, BocknuuaTtenbHbli 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAM CBOM NYHbIE AaHHbIE HA CanTax, KOTOPbIM HE AOBEPSELLb.
OneKTpoHHaA noyTa

OneKkTpoHHas noyta - 3TO TEXHONMOrna W NpedoCTaBfsieMble €K YCNyru MO fnepechifike U MNOoyyYeHuto
3IEKTPOHHbIX COOBLLEHNI, KOTOPbIE pacnpenensatoTcs B KOMMNbOTEPHON ceTh. OBbIYHO 3NEKTPOHHLIN MOYTOBLIN

AWMK BbIFNSAUT criegylowmum obpasom: MMSA_nonb3oBaTens@umsa_aomMeHa. Takke Kpome nepefayum npocToro
TeKcTa, MMeeTCs BO3MOXHOCTb nepeaasath dawrbl.

OcHoBHble coBeThbl No 6e3onacHon paboTe C 3NEKTPOHHOW MOYTOMN:

1. Hago BbiOpaTb NpaBuIibHbIA MOYTOBLIN CEPBUC. B MHTEPHETE €CTh OrPOMHbIV BbIOOP 6ecnnaTHbLIX MOYTOBLIX
CepBUCOB, OOHAKO Nyylle JOBEPATb TEM, KOro 3HaeLlb U KTO NEPBbLIA B PENTUHTE;

2. He ykasbiBall B JWYHOW MOYTE JNNYHYHO  UWHopmauumo. Hanpumep, nydwe Bbibpatb
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"My3blkanbHbIN_aHat@" nnu "pok2013" BmecTo "Temal13";

3. Vicnonb3ayi gByxaTanHyt aBTopmsaumio. ATo Koraa noMMMO Napons HYXXHO BBOAWTb Kof, MPUCbIiaemMblii Nno
SMS;

4. Bbibepu CrnoxHbI naponb. Ons Kaxaoro no4ToBOro siLmka AormKeH ObiTb CBOW HAaAEXHbIA, YCTOMYUBLIN K
B311OMy Nnaporib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb camMmomy CBOW NNYHbIN BOrmnpoc, VICI'IOJ'Ib3y17I 3TY BO3MOXHOCTDb;

6. Micnonb3yn HEeCKOMNbKO NOYTOBbLIX ALWMKOB. [epBbli ANs YacTHOW Nepenqcku C¢ agpecatamu, KOTOpPbIM Tbl
AoBepsellb. JTO ANEKTPOHHbIN afpec He Hago MCMOoNb30BaTh NPU perncTpaumm Ha opymax u camTax;

7. He oTkpbiBav dhannbl 1 gpyrne BRnoXeHus B MMCbMax, AaxKe eCrnv OHW NMpULInn oT TBouX Apysen. Jlydie
YTOYHW Y HUX, OTNPAaBAANM N oHn Tebe aTn hannbl;

8. Mocne okoH4YaHWst paboTbl Ha MOYTOBOM CEPBUCE MEPES 3aKpbITUEM BKIaAKM C CaiTOM He 3abyadb HaxaTb
Ha "Bbintn".

Knb6epOynnuHr unu BuptyanbHoe usgeBatenbCTBO

KnGepOynnuHr - npecrnegoBaHne COOGLLEHUAMW, COAepXallUMM OCKOpONeHWUs, arpeccuio, 3anyrMBaHue;
XYNUraHcTBO; coumanbHoe 60MKOTUPOBaHME C MOMOLLBH Pa3NNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeThbl No 6opbbe ¢ knbepbynnMHrom:

1. He ©pocaica B 6oi. Jlyywmii cnocob: nocoBeToBaThCs Kak cebsa BECTU U, €Cnn HET TOro, K KOMY MOXHO
06paTuTbCH, TO BHa4ane ycrokomTbcs. Ecnu Tl HauHeLLb OTBeYaTb OCKOPOMEHMAMY Ha OCKOPOeHns, TO TOMbKO
elle 6onblue pasoiokeLlb KOHNNKT;

2. YnpaBnsii cBoen knbeppenyTtauuen;
3. AHOHMMHOCTb B ceTu MHUMasi. CyLLecTByOT cnocobbl BbIICHUTb, KTO CTOWUT 3@ aHOHMMHbBIM aKKayHTOM;

4. He cTonT BECTM XynuraHckun obpas BUPTyasnbHOWM XW3HW. VIHTEpHET buKcupyeT BCe TBOW AEWCTBUS U
coxpaHsieT ux. Yganutb ux byget kpanHe 3aTpyaHUTENbHO;

5. Cobnitogart cBOK BUPTYarbHYH YeCTb CMOJSIOAY;

6. UrHopmpyn eguHudHbIn HeratmB. OOHOpPa30Bble OCKOPOMTENbHbIE COOBLLEHMS ITydlle WUrHOpPMpPOBaThb.
O6bIYHO arpeccus nNpekpallaeTca Ha HavyanbHON CTaauu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMM COOOLLEHUSIMM, B cCOLMArnbHbIX CETAX €CTb
BO3MOXHOCTb OIIOKMPOBKM OTMNPaBKN COOBLLEHMIA C ONpeaeneHHbIX agpecos;

8. Ecnu Tbl cBMAeTENb KMGepbynnmHra. TBou AeNcTBuMS: BICTYNUTL MPOTUB NpecrefoBaTternsi, nokasatb emy,
YTO ero Oe1CTBUA OLIEHMBAIOTCA HEraTMBHO, MogdepXaTb >KepTBY, KOTOPOWM HyXHa MNcuxonornyeckas NoMoLlp,
COOGLMTb B3POCHbIM O (haKkTe arpeCcCUBHOMO NOBEAEHUS B CETU.

Moo6unbHbIN TenecgoH

CoBpemeHHble cMapTdOHbl U NNaHWweTsl cogepxaT B cebe BnomnHe B3pOCHbIN PyHKUMOHAN, U Tenepb OHU
MOFYT KOHKYpMpOBaTb CO CTauMOHapHbIMK KoMnbtoTepamu. OgHako, CpeacTB 3awwmThl Ans NogobHbIX YCTPOWCTB
noka o4yeHb Mano. TecTMpoBaHue ¥ NOWCK YA3BMMOCTEN B HAX NPOUCXOAUT He Tak MHTEHCUBHO, Kak ans MK, 1o xe
camMoe KacaeTcs 1 MOBUIbHbIX MPUINOXEHWNA.

CoBpeMeHHble MOBUIbHEIE Gpay3epbl yxke NPakTUYECKU JOrHaIM HaCTONbHbIE aHaNor, O4HaKo paclunpeHme
dyHKUMOHaNa BrieyeT 3a co60i 60NbLUYIO0 CMOXKHOCTb U MEHbLLYIO 3aLLMLLEHHOCTb.
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[aneko He BCe Npon3BOAMTENM BbIMyCKaloT 0OHOBMEHNWS, 3aKpbiBatOLLME KpUTUYECKNE YS3BUMOCTM A1 CBOUX
YCTPOWCTB.

OcHoBHble coBeThl aAna 6esonacHOCTN MOBMNBbHOro TenedoHa:

Hunuero He sBnsietcs no-Hacrtodlemy fbecnnaTHbIM. Eyﬂb OCTOpPOXeH, Bedb Koraa Tebe npegnaratoT
GecnnaTtHbIf KOHTEHT, B HEM MOryT ObITb CKPbITbl KakKmne-To nnaTtHble YCIyTru;

Oymai, npexage yem otnpaButb SMS, hoTo unv Buaeo. Tbl TOYHO 3HaELlUb, IAe OHU ByayT B KOHEYHOM MTOre?
HeoGxoaumo oGHOBNATL ONepaLyoHHY0 CUCTeMy TBOEro CMapTdOoHa;
Wcnonb3yii aHTUBMPYCHbIe Nporpammbl Ans MOBUIbHbLIX TeNedqoHOB;

He 3arpyxai npunoxeHuss OT HEU3BECTHOro WCTOYHWKA, BeAb OHWM MOTyT coaepXaTb BpeaoHOCHOe
nporpamMmmHoe obecneyeHue;

lMocne Toro kak Tbl BbIAELWb C CalTa, rAe BBOAWUIT JIMYHYIO MHCpOpMauUMio, 3aliAM B HACTpOViku Gpaysepa u
yaanu cookies;

Mepuognyeckn NpoBepsin, Kakne nnaTHble YCnyrn akTuBUpOBaHbl HA TBOEM HOMEDE;
[asan cBon HOMep MOBUNBLHOIO TenedoHa TOMbLKO NIAAM, KOTOPbIX Thl 3HAELLb U KOMY JOBEpSeLLb;
Bluetooth gormkeH ObITb BbIKMOYEH, KOraa Tel UM He nonb3yelbes. He 3abbiBan nHorga npoBepsiTe 3T0.

Online urpsbi

CoBpeMeHHbIe OHManH-Urpbl - 3TO KpacoyHble, 3axBaTbiBaloLLne pasBrneveHns, 06beUHAOLNE COTHU ThICAY
YenoBek Mo BceMy Mupy. Urpoku nccnegytoT AaHHbIR UM MUp, obLiarTcs Apyr ¢ APYroM, BbIMOMHAOT 3a4aHus,
CpaxalwTCcsi C MOHCTpaMu M nomy4valoT onblT. 3a yA0oBONbCTBUE OHW MMaTAT: NOKynawT OWUCK, OMnayvMBaroT
aboHeMeHT nnu NpmobpeTarT Kaknue-To oMLK,

Bce aTu cpeactBa uayT Ha nNoAdepXaHve M pasBUTME WIPbl, a Takke Ha camy 0e3onacHoCTb:
COBEPLLEHCTBYHOTCA CUCTEMbI aBTOPM3aLUKW, BbIMYCKAOTCS HOBble NaTuu (UMEpoBblE 3amnaTtkvi Afs nporpamm),
3aKpbIBalOTCH YSA3BUMOCTM CEPBEPOB.

B nogo6HbIx nrpax CTtouT onacatbCA He CTOJIbKO CBOMUX COMNEPHUKOB, CKOJIBKO KpaXW TBOEro naposd, Ha
KOTOpPOM OCHOBaHa cuctema aBTopun3auunn OonbLlUMHCTBA urp.

OcHoBHble coBeThbl N0 6e30MacHOCTM TBOENO UrpoOBOIro akKKayHTa:
1. Ecnun p,pyr0|7| UrpokK BegeT cebs nnoxo unu cosgaet Tebe HENPUATHOCTMHN, 3a6n0|<|/1py|7| €ro B CMNCKe UIrpoKoB;

2. I'Io>Kany|7|c;| agMUHUCTpaTopaM WUrpbl Ha MJoOXoe noBeaeHne 3TOro Urpoka, XemnartenbHo MNpUNnoXuTb
Kakne-To goKkasaTtesibCTBa B BUAe CKPUHOB;

3. He ykasbiBan nn4yHyto MHGopMaumio B npodhanne urpbl;

4. YBaxan gpyrmx y4acTHUKOB MO Urpe;

5. He ycTtanaBnuBan HeoduumnaneHble NaTyv U Moabl;

6. Vicnonb3yi CroXHble N pa3Hble Naponu;

7. Jaxe BO BPEMS Urpbl HE CTOUT OTKMIOYaTb aHTMBUPYC. [oka Tbl UrpaeLlb, TBOW KOMMNBLIOTEP MOMYT 3apasuTb.

PULIKMHT unn Kpaxa JIMYHbIX AaHHbIX
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OObluHOV  Kpaxkel [eHer W [OKYMEHTOB CErodHsl YXe HUKOro He YAMBUWb, HO C  pPasBUTMEM
WHTEPHET-TEXHOMNOINIA 3MOYMBbILLNIEHHUKA NEepeMeCcTUNMCb B UHTEPHET, U NPoAoKalT 3aHMMaTbes "nobuMbiM"
Aenom.

Tak nosiBunacb HoBas yrpo3a: MHTEPHET-MOLLUEHHUYECTBA UM PULLIMHT, MaBHasi Lenb KOTOPOro COCTOUT B
nonyyeHnn KoHuaeHUManbHbIX JaHHbIX Nonb3oBaTenen - norMHoB M naponen. Ha aHrnuiickom sasbike phishing
yntaeTca kak duwwmHr (ot fishing - ppibHas noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cneau 3a cBOMM akkayHToM. Ecniu Tbl nogo3peBaellb, YTO TBOS aHKeTa Oblna B3riomaHa, To Heobxoanmo
3abnokMpoBaTb ee U coobLNTL agMUHUCTPaTopaM pecypca 06 3TOM Kak MOXHO CKopee;

2. |/|CI'IOJ'Ib3yl7I Oe3onacHble Be6-calTbl, B TOM YMcne, MHTEPHET-MarasmHoB N MONCKOBbLIX CUCTEM;

3. Vicnonb3yi cnoxHble U pasHble naponu. Takum obpasoM, ecnn Teba B3NOMalT, TO 3MOYMbILLSIEHHUKN
nonyyaTt AOCTYM TOMBbKO K OOQHOMY TBOEMY NPOUII0 B CETHU, @ HE KO BCEM,;

4. Ecnu Tebsa Banomanu, To Heobxoanmo NpeaynpeanTb BCEX CBOMX 3HAKOMBIX, KOTopble AobaBneHbl y Tebs B
Opy3bsix, O TOM, 4YTO Teba B3nOManun u, BO3MOXHO, OT TBOEro UMeHU OyaeT pacchbinaTbCsi CMam U CCbINKM Ha
(OULLMHIOBLIE CaNThI;

5. YctaHoBu HagexHbin naposib (PIN) Ha MoBUbHbIN TenedoH;
6. OTknouM coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hannel U Apyrue BNOXeHUs B NMCbMax, AaXe ecrnv OHM NpULLnK OT TBOMX Apy3en. Jlyywe
YTOYHU Y HMX, OTNPABASANM N1 OHM Tebe 3Tu arinebl.

LUndpoBas penytauusa

LindpoBas penyTtaums - 3T0 HeraTMBHas unu no3nTueHasi MHpopmaumsi B cetn o Tebe. KomnpomeTtumpytoLlas
WHpopmaLms, pasMeLLeHHas B UHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTpasnMTbCA Ha TBOEW pearlbHOWM >XU3HW.
"LUndpoBas penytauma” - 3To TBOW UMULX, KOTOPbLIA hopMupyeTcs n3 uHcopmauum o Tede B MHTEPHETE.

TBOE MECTO XUTENbCTBA, yqe6b|, TBOE CbVIHaHCOBoe nonoxeHune, ocobeHHOCTU XapaKktepa U pacckasbl O
OrM3KUX - BCE 3TO HaKanIMBaeTCH B CETU.

MHorme noapoCTKM NErkOMbICITIEHHO OTHOCATCA K MNybnukauum nmnyHon uHdopmauun B MHTepHeTe, He
NOHMMasa BO3MOXHbIX NOCNeacTBUN. Thl faxe He CMOXeLlb AoragatbCsi O TOM, YTo doTorpadus, pasmMeLleHHas 5
neT Hasag, ctana NpUMYMHON OTKasa NpuUHATbL Tebsa Ha paboTy.

KoMmeHTapuu, pasmMeLleHne TBoux potorpadun n gpyrme 4encTBus MoryT He UCHE3HYTb Jaxe nocne Toro,
Kak Tbl MX yganub. Tbl HE 3HaAELUb, KTO COXpaHuI 3Ty MHopMaumio, nonana M oHa B MOUCKOBbIE CUCTEMBI U
COXpaHunach N1 OHa, a rMaBHOE: YTO NOAYMatoT O Tebe OKpyXXKaloLmMe NAN, KOTOpble HAaNaYT U yBUOAT 3T0. Hantu
MHOPMALIMIO MHOTO NET CNYCTA CMOXET Mtobon - kak U3 Jobpbix NOOYXOEHMN, Tak U C HAMEPEHNEM NMPUYUHNUTD
Bped. ATO MOXET ObITb KTO YrogHo.

OcHoBHble coBeTbl NO 3aLuTe ungpoBor penyTauum:
1. NMogywman, npexae Yyem 4YTo-To Ny6rmMKoBaThb U NepenasaTth y cebs B 6riore unu B coumnansHOM CeTu;

2. B HacTtporkax npogunsa yCTaHOBM OrpaHW4YeHMs1 Ha MPOCMOTP TBOEro npoduriss U ero CoaepXMmoro,
caenai ero Tonbko "aAnga apysen"”;

3. He pasmeluaii 1 He ykasbiBal MHGOPMAaLMIO, KOTOPAs MOXET KOro-nn6o ockopGnsaTe UMK 06UXaTb.

ABTOpCKOE NnpaBo
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CoBpeMeHHbIe LLUKOMbHWKK - aKTMBHblE MoNb3oBaTenn LUmMgpPoBoro npoctpaHcTea. OgHako Aarneko He Bce
3HalOT, 4YTO MOMb30BaHME MHOTVMMU BO3MOXHOCTAMM ULMQPOBOro Mupa TpebyeT cobniofeHuss npaB Ha
VHTENNEeKTyanbHylo COGCTBEHHOCTb.

TepMuH "MHTENnekTyanbHass COOCTBEHHOCTb" OTHOCUTCH K PasfMyHbiM TBOPEHUSIM YENOBEYECKOro yma,
Ha4MHasi C HOBbIX U300pEeTEHMIN U 3HaKOB, 0603HaYalLMX COOCTBEHHOCTb HA NMPOAYKTHI U YCNyru, U 3akaH4duBasi
KHuramu, ootorpacpmamm, KWHopmneMaMmm 1 My3sblkarnbHbIMY MPOU3BEOEHNSIMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyarbHyt0 COGCTBEHHOCTb Ha NPOU3BEAEHUS HAYKU, TMTepaTypbl U
UckyccTBa. ABTOPCKME MpaBa BbICTYMNalOT B KA4yecTBe rapaHTUKU TOro, YTO UHTENNeKTyarnbHbIA/TBOpYeCKuii Tpya
aBTopa He GyaeT HanmpacHbIM, 4acT eMy crpaBesiMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyaa,
MOSlyYnTb W3BECTHOCTb W MNpusHaHue. HukTo Ges paspelueHUss aBTopa He MOXeT BOCMPOU3BOAUTL Ero
npousBeeHne, pacnpocTpaHsTb, Ny6NMYHO AeMOHCTPMPOBaTh, NpofaBaTh, UMNOPTUPOBAaTb, MycKaTb B MpOKar,
MyGNNYHO UCMONHSTh, NOKa3biBaTb/MCMONHATL B 3dnpe unu pasmeLlaTs B IHTepHeTe.

Mcnonb3oBaHue "I'IVIpaTCKOFO" nporpammHoro obecneyeHnsa MoxeT npunBeCcTn K MHOIMM pUCKamM: OT NnoTepu
OaHHbIX K TBOMM akkayHTamM A0 6J'IOKMpOBKI/1 TBOEero yCTpOﬁCTBa, roe ycraHoBJieHa HeneranbHaa nporpamMmma. He
CTOMT Takxke 3abbiBaTb, YTO CYyLLEeCTBYIOT JleralibHble U OecnnartHble nporpamMmmbl, KOTOpble MOXHO HaWTK B CETU.

O noprtane

CeTeBMYOK.pch - TBOM MaBHbIN COBETYMK B CETU. 30€Chb Thl MOXELLUb Y3HAaTb O 6€30NacHOCTM B CETU MOHATHLIM
N OOCTYMHbIM S3bIKOM, @ NPV BO3HWKHOBEHWMN KPUTUYECKOW CUTyauumn obpaTutbCs 3a COBETOM. A Takke MPUHATb
yyacTue B KOHKypcax 1 cTaTb caMbiM LIMpPOBbLIM rpaxaaHuHoM!

Mpunoxexne N 3
NAMATKA ANA POOUTENEN OB UHOGOPMALIMOHHOW BEE3ONACHOCTU AETEN

OnpepeneHve TepMmmHa "nHdopMaLMoHHasa 6e3onacHocTb aeten” copgepxutca B denepanbHoM 3akoHe N
436-93 "O s3awmTe geTer OT MHGOPMALMKU, MPUYMHSIOWEN Bped WX 300POBbI M pasBUTUIO", perynupyloLmnm
OTHOLLEHWS], CBSI3aHHbIE C 3aLUTON AeTen OT MHopMaLnm, NPUIMHSIOLWEN BPea UX 340POBbI0 U (UNK) pasBUTUIO.
CornacHo gaHHOMY 3aKkoHy "MHdopmauuoHHasi 6e3onacHOCTb AeTen" - 3TO COCTOSIHME 3alUMLLEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYMHEHNEM MHOpMaLIMEN Bpeaa UX 300pOBbI0 U (M) PU3NYECKOMY,
NCUXNYECKOMY, AYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®egepanbHoro 3akoHa N 436-93 nHdopmaumen, NpUUMHSOLWEN Bpea 300POBbI0 U (K1) pasBuTUto
aeten, asnseTcs:

1. HdopmaLms, 3anpeLleHHas Ans pacnpocTpaHeHusl cpean AeTen;

2. vHdopMauus, pacrnpocTpaHeHWe KOTOPOM OrpaHMyYeHO cpeaun AeTen OonpeaeneHHbIX BO3PacTHbIX
KaTeropum.

3. K nHdopmauun, 3anpeLleHHOn 4nsa pacnpocTpaHeHUst cpeaun AeTen, OTHOCUTCS:

4. nHcbopmaumsi, nobyxaatoLlasi [eTelN K COBEPLUEHMIO AEUCTBUNA, NPEACTaBASALNX YIPO3y UX XKU3HW U (MnK)
3[40pOBbLIO, B T.4. NPUYMHEHUIO Bpeda CBOEMY 340pOBbLI0, CaMOyOUACTBY;

5. cnocoBHOCTb BbI3BaTb Yy AETEN XXenaHue ynoTpebuTb HapKOTUYECKNe CpencTBa, NCUXOTPOMHbIe U (Mnn)
oaypmaHuBatlolmMe BellecTBa, TabayHble WM3Oenusi, ankorofibHyH W CNMPTOCOAEPXKALLYH MNPOAYKLUMIO, MWMBO M
HanUTKW, NU3rotaBiiMBaemMblie Ha €ro OCHOBeE; NPUHATb y4acCcTue B a3apTHbIX Urpax, 3aHMMaTbCA I'IpOCTI/ITyLI,I/IeIZ,
B6pOoAsKHNYECTBOM UMK NONPOLLUANHNYECTBOM;
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6. o6ocHOBbIBaOLLASA UM ONpaBAbiBatoLLast A0MYCTUMOCTb HAaCUnns u (M) XXeCTOKOCTH MO0 nobyxpatowas
OCYLLECTBNSATb HACUIbCTBEHHbIE AENCTBUSI MO OTHOLLEHWIO K JNIOASAM U XKUBOTHBIM;

7. oTpuUaoLLasa cemeiHble LIeHHOCTU U (DOPMUPYIOLLAa HeyBaxXeHue K poauTenam u (Unu) apyrum dneHam
cembMu;

8. onpaegbiBaoLas NpOTUBONPABHOE NOBEAEHME;

9. cogepXalyasi HeLleH3ypHyo BpaHb;

10. cogepxawian nHdopMaLnio NOpHorpadnyecKoro Xxapakrepa.

K nHdopmaumm, pacnpocTpaHeHne KOTOpO OrpaHUYeHo Cpeam AeTel onpeaeneHHoro Bo3pacTa, OTHOCUTCS:

1. MHd)OpMaLI,VIﬂ, npegcraendaemMas B suae M306pa)KeHI/IF| UM onmcaHma XecToKoCTH, d)M3I/I‘-IeCKOF0 n (I/IJ'IVI)
NCNUXNYeCKoro Hacunua, npecTtynneHna nnm NHoro aHTMOOLLLECTBEHHOIO AENCTBUS;

2. Bbi3blBawOWas y AeTel cTpax, ykac WM MaHuKy, B T.M. MpeacTaBnsieMasl B BuMOE MU300paKeHus unu
onMcaHUs B YHWXalollel YenoBeyeckoe [OOCTOMHCTBO (DOPME HEeHAcWUNbCTBEHHOW CMepTu, 3aboneBaHus,
camoyGuiAicTBa, HECHYaCTHOIO Crlyyasi, aBapun Unu kaTacTpodbl U (UNK) UX NOCNEACTBWN;

3. npepcraensiemMas B Buae WU306pakeHWUst MM OMUCaHMS MOJIOBbIX OTHOLUEHUA MEXOY MYXXYMHON U
YKEHLLIMHOM;

4. coaepxallada 6paHHbIe CInoBa " BblpaXXeHund, He OTHOCALLnecCa K HeueHsypHon 6paHI/l.

C yyeTtom atoro Bam npepnaraiotca npaBuna paboTbl B ceTu WVIHTepHeT AN pasnuyHbiX BO3PACTHbIX
KaTeropun, cobnogeHme KOTopbiX MO3BONUT obecnednTb MHOPMaLUOHHY0 6e30MacHOCTb BalLMX AETEN.

O6wue npaBuna ana pogutenen

1. HesaBncumo ot BospacTta pebeHka ucnonb3ymnte nporpammHoe obecnedeHme, nomoratoLiee hunbTpoBaThb
N KOHTpONuMpoBaTb MHpOPMaLMIo, HO He MonaranTecb NMOMHOCTLIO Ha Hero. Balle BHUMaHUe K peGeHKy - FnaBHbIN
MEeTOA 3aLUMnThI.

2. Ecnn Baw pebeHOK MMeeT aKkkayHT Ha ogHOM u3 coumanbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru u T.n.), BHUMATENbBHO U3y4nTE, Kakylo MHOPMaLMIO MOMELLAIOT €ro y4aCTHUKN B CBOMX NPOXUNAX U
6riorax, Bkntoyas otorpacum n sBugeo.

3. NpoBepbTe, € KakMMu ApYrMMK cantamm CBa3aH coumarnbHbin cepBuc Bawero pebeHka. CtpaHuykn Bawero
pebeHka MoryT ObiTb 6e3onacHbiMW, HO MOTYT W COAEepXaTb CCbIKM Ha HexenaTtenbHble M OnacHble CanThbl
(Hanpumep, NOpHOCANT, UMK CalT, Ha KOTOPOM ApYr YyNOMUHAET HOMep COTOBOro TernedoHa Balero pebeHka nunm
Baw pomaluHum agpec)

4. MoowpsnTte Bawwunx geten coobwate 060 BCEM CTPAHHOM MMM OTTaNKMBAKOLWEM U HE CRIMLIKOM OCTPO
pearnpynTte, korga oHu 3To AenatoT (M3-3a onaceHus NoTepsiTb A0CTYN K IHTEpHETY AeTU He roBOPST poauTensm o
npobnemax, a Takke MOryT Ha4yaTb MCMNOSb30BaTh VIHTEPHET BHE [OMA U LLKOSbI).

5. byabTe B Kypce ceTeBoOW xM3HU Ballero pebeHka. VIHTepecynTech, KTO UX Apy3bs B VIHTEPHET Tak e, Kak
NHTEepecyeTecb pearnbHbIMU APY3bsiMU.

BospacTt ot 7 no 8 net

B NHTepHeTe pebGeHok cTapaeTcsl MOCETUTb T€ USM UHble caiTbl, 8 BO3MOXHO M 4aTbl, paspelleHne Ha
noceLleHne KOTOPbIX OH He Nony4nn 6bl oT poauTenei. MoaToMy poauTensamM ocobeHHO nonesHbl 6yayT Te oT4YeThl,
KOTOpblE MPEAOCTaBMATCA NporpaMMamMy MO OrpaHWYEHWd UCMoSib3oBaHus WHTepHeTa, T.e. PoauTenbckuin
KOHTPOIb UMK TO, YTO Bbl CMOXETE YBMOETb BO BpeMeHHbIX dhaiinax. B pesynbtaTte, y pebeHka He GyaeT oLLyLLeHus,
YTO 3@ HUM BeAEeTCs NMOCTOAHHbIN KOHTPOIb, OAHAKO, POAMTENN ByayT No-NPeXHeMy 3HaTb, Kakue canTbl nocellaeT
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nx pe6eH0|<. [eTtn B gaHHOM BO3pacTe 0o6nagaloT CUMbHbIM 4YyBCTBOM CeMbU, OHU JoBep4nBbl 1 HE COMHEBAIOTCA B
aBTopuTeTax. OHun nobsar nrpatb B cCceTeBble UIpbl U nyTewecTtesoBaTb Mo VlHTepHeTy, NCNoJib3ya 3N1EKTPOHHYIO
no4yTy, 3axXoAunTb Ha caunTbl 1 YaTbl, HE pekomMmeHOgoBaHHbIE poauTenAamMu.

CoseTbl No 6e3onacHocTu B ceTn UHTepHeT Ansa geten 7 - 8 net

1. Cospgavite CNMCOK AOMALLHUX NpaBun nocelleHus WHTepHeTa npu yyactum getenm u Tpebymte ero
BbIMONTHEHUS.

2. Tpebywnte oT Bawero pebeHka cobnogeHnst BPEMEHHbIX HOPM HaXOXAEHUS 3a KOMMbIOTEPOM. [NoKaxuTe
pebeHky, yto Bbl HabnogaeTe 3a HAM He nNoToMy YTo Bam 370 xoueTcs, a notomy 4to Bl 6ecnokouTtech O ero
6Ge3onacHoCTW 1 Bcerga rotoBbl My NMOMOYb.

3. KomnbloTep ¢ nogkntodeHnem K VHTepHeTy OOSmKeH HaxoouTbcs B OOLLEN KOMHaTe nog MpUCMOTPOM
poaoutenen.

4. Ncnonb3ayinTe cneyunarnbHble 4eTCKMe NOUCKOBbIe MalUMHBbI.

5. Vcnonb3yinte cpeactBa GrOKMPOBAHUA HexenaTenbHOro KOHTEeHTa Kak AOMOSIHEHME K CTaHZapTHOMY
PoautenbckoMy KOHTPOSHO.

6. Co3pnainte ceMenHbli 3NEKTPOHHbIN ALWKK, YTODbI HE NO3BONUTL AeTAM UMeTb COOCTBEHHbIE adpeca.

7. briokupyiTe gocTtyn K cantam ¢ 6ecnnaTHbIMM MOYTOBLIMU SILLMKAMU C MOMOLLBIO COOTBETCTBYIOLLENO
nporpaMmHoOro obecneyeHus.

8. MNpuyunte geten coBeToBaTbCA ¢ Bamu nepeq onybnvkoBaHnem Kakon-nnbo nHdopMauun cpeacrsamm
3MEKTPOHHOM MOYThI, YaTOB, PErMCTPaLMOHHLIX OpM 1 Npodunen.

9. Hayunte getewn He 3arpyxaTb dannbl, IporpaMmmbl UM My3biKy 6e3 Ballero cornacusi.
10. He paspeluante getsm ncnonb3oBatb CiyX6bl MTHOBEHHOTO O6MeHa COObLLIEHMAMM.

11. B "Genbii" CNMCOK CaWTOB, paspeLleHHbIX AN MOCELeHUsi, BHOCUTE TOMbKO CaWTbl C XOpPOLUEen
penyTauunen.

12. He 3abbiBainTe b6ecenoBaTth ¢ oetbMu 06 nx apy3bax B MIHTepHeTe, Kak ecnu Obl peyb Lwina o Apy3bsix B
peanbHON XN3HW.

13. He genante "taby" n3 BONpPOCOB MOJSIOBOW XWU3HW, TaK Kak B IHTEpHeTe OeTn MOryT Nerko HaTKHyTbCA Ha
nopHorpadguio Unn cantel "anga B3pocnbIx".

14. MpuyunTe Bawero pebeHka coobLiaTb BaM O MobbIX Yrpo3ax Unv TpeBorax, CBsA3aHHbIX ¢ MIHTepHeToM.
OcTaBaMlTechb CrMOKOWHBLIMU U HAanoMHWUTE AETAM, YTO OHWU B 6e30MmacHOCTW, ecrnv camu pacckasanu BaM O CBOWX
TpeBorax. lNoxeanuTte UxX 1 NOCOBETYITE NOAONTM eLle pas B NOAOGHbLIX Cryyasx.

BospacTt getent ot 9 fo 12 netr

B maHHOM Bo3pacTe AeTu, kak MpaBWro, YKe HachbllaHbl O TOM, Kakas MHdopmauus CyllecTByeT B
NHTepHeTe. CoBepLUEHHO HOpMarbHO, YTO OHM XOTAT 3TO YBUAETb, NPOYECTb, YCnbilwaTtb. pyM 3TOM HYXHO
MOMHUTb, YTO HOCTYM K HexenaTeslbHbIM MaTepuanaM MOXHO Ierko 3abrokuMpoBaTb MNPV MOMOLUM CPEACTB
PoauTtenbckoro KOHTPOns.

CoBeTbl No 6be3onacHocTy Ansa geten ot 9 oo 12 net

1. CospgaiTe CNMCOK AOMalLHWMX MpaBWil MocelleHus VIHTepHeT npu ydacTum geteid u Tpebyiite ero
BbINOMHEHUS.

2. Tpebynte ot Bawero pebeHka cobnogeHnss HOPM HaxoXOeHUs 3a KOMMbIOTEPOM.
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3. Habnwogante 3a pebeHkom npu paboTe 3a KOMMNbIOTEPOM, MOKaXUTe eMy, 4To Bbl BecnokomTecb O ero
6e30nacHOCTM U BCeraa roToBbl Oka3aTb eMy NOMOLLb.

4. KomnbloTep ¢ nogkniodeHneM B WHTepHeT OoMmKkeH HaxoaAuTbCs B 0OLLel KOMHaTe MnoA NPUCMOTPOM
poauTenen.

5. V|CI'IOJ'Ib3yl7ITe cpencrtea 6]'IOKVIpOBaHVIFI HeXenaTtesyibHOro KOHTEeHTa KaK OOMNOoJIHeHMEe K CTaHOapTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOII0.

6. He 3abbiBariTe npuHMmaTh HEMOCpeaCTBEHHOE ydacTue B Xn3Hu pebeHka, 6eceqoBatb ¢ AeTbMu 06 nx
Opy3bsix B IHTepHeTe.

7. HactauBanTte, 4ToObl AETM HUKOT4A HE Cornallannck Ha NMYHbIE BCTPEYM C ApY3bsaMu No NHTepHeTy.
8. lNo3BonsanTe geTam 3axoauTb TONbKO Ha canTbl U3 "6enoro” cnucka, KoTopbIn co3ganTte BMECTE C HUMM.

9. MNpuyunte peter HUKOrAa He BblAaBaTb NUYHYIO MHOPMaUMIO cpeacTBaMU SMEKTPOHHOW MOYThl, YaToB,
CUCTEM MrHOBEHHOro oOMeHa CcoobLLEHNSIMU, PErUCTPaLMOHHBIX OPM, NMUYHBLIX NPOUNEN U NPU perncTpauumn Ha
KOHKypcbl B IHTepHeTe.

10. Mpuyunte OeTei He 3arpyxaTb Nporpammbl 6e3 Bawero paspelueHusi. OBbACHATE UM, YTO OHU MOTYT
Crny4aiHo 3arpyaunTb BUPYCbl UK OpYroe HexenartenbHoe NporpaMmMHoe obecnedeHue.

11. Cospante Bawwemy pebeHKy OrpaHUYEHHYIO YYETHYHO 3anncb Ans paboTbl HA KOMMbIOTEPE.

12. Mpuyunte Bawero pebeHka coobwaTb BaMm 0 NOOLIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ VIHTEpHETOM.
HanomMHuTe AeTsm, 4To oHM B 6e30MacHOCTU, eCrin caMu pacckasanu Bam O CBOMX TPEBOrax 1 OnaceHusix.

13. Pacckaxunte getam o nopHorpadumn B MHTepHeTe.

14. HactamBante Ha ToMm, YTOObI 4eTU NPEAOCTaBNSANM BaM OCTYN K CBOEW 3MEKTPOHHOM No4yTe, YTobbl Bbl
ybegunumce, YTo OHM He OBLLIaTCsl C HE3HaAKOMLLaMM.

15. OGbsACHMTE OETSAM, YTO Hemb3s MCMONb30BaTbk CETb AN XyNUraHCTBa, pacrnpoCTpaHeHWs CrineTeH unm
yrpoa.

Bo3spacTt geten ot 13 go 17 net

B aTom Bo3pacTe NoApOCTKM aKTUBHO MCMONb3YHT MOMCKOBbIE MALUMHbI, NOMb3YOTCHA 3MIEKTPOHHOM MOYTOMN,
cny>x6amMmm MrHOBeHHOro obmeHa coobLieHnaMM, CkaumBaloT My3blky U (bunbMbl. Manbynkam B 3TOM BO3pacTe
Oonblle MO HpaBy CMeTaTb BCE OrPaHMYEHUS, OHM XaxayT rpyboro tomopa, asapTHbIX Urp, KapTUHOK "ans
B3pocnbix". [leBouku npegnoymntaroT obwatbcs B 4aTax, Npu 3TOM OHWM ropasgo Oonee 4yBCTBUTENbHbI K
cekcyanbHbIM JOoMoraTenscTsam B VIHTepHeTe.

3avacTylo B JaHHOM BO3pacTe poauUTENsiIM YXXe BeECbMa CIOXHO KOHTPONMPOBaTb CBOMX AETEN, Tak kak 06
MHTepHeTe OHM yXe 3HaloT 3Ha4MTeNbHO OGonblie CBOMX poauTeneil. Tem He MeHee, He OTNyckanTe OeTen B
"cBobogHoe nnaeaHue" no NHTepHeTy. CTapanTech akTUBHO y4acTBOBaTb B 06LeHNN pebeHka B MIHTepHeTe.

BaxHo no-npexHemy cTporo cobniopatb npasBuna WHTepHeT-6e3onacHOCTM - cornalleHue Mexay
poauTenamu u aetbMu. Kpome Toro, HE0GX0AMMO Kak MOXHO Yalle NpocMaTpmBaTh OTYETbI O AeATENbHOCTM AeTel
B VHTepHeTe. CrniegyeT obpatuTb BHUMAHME Ha HEOOXOOMMOCTb COAEpXXaHWUsl POaUTENbCKMX naponen (naponen
agMUHUCTPATOPOB) B CTPOrOM CeKkpeTe U 06paTuTb BHUMaHWE Ha CTPOroCTb 3TUX Napone.

CoBeTbl No 6e3onacHocTM B 3TOM Bo3pacTe oT 13 go 17 net

1. Cos3ganTe CNMCOK OOMaLUHWX MpaBwi nocelleHns MHTepHeTa npu yyYacTuvM NOApPOCTKOB U TpebyinTe
©e3ycnoBHOro ero BbinonHeHnsa. ObroBopute ¢ pebeHKOM CNUCOK 3anpeLLeHHbIX CanToB ("4epHbIN CNMCOK"), Yachl
paboTbl B IHTepHEeTe, pykoBOACTBO MO 00LWeHMIo B VIHTEpHETE (B TOM Yncre B YaTax).
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2. KomnbloTep ¢ nogknoyeHnem K cetm MIHTepHeT AO0MmKeH HaxoanTbCs B 00LLE KOMHATe.

3. He 3abbiBaliTe 6ecegoBath ¢ AeTbMM 06 MX Apy3bsax B VIHTEpHETE, O TOM, YEM OHU 3aHATLI TaKMM 06pa3om,
OyaTo peyb MAET O APY3bsX B peanbHON xun3Hu. CnpalumBante o nogsx, ¢ KOTopbiIMK 4eTr obLatTcs NocpeacTBOM
cny>x6 MrHoBeHHOro o6MeHa cooOLLEeHUAMN, YTOObI yOeauTbCs, YTO 3TU NIIOAMN UM 3HAKOMBI.

4. V|CI'IOJ'Ib3yl7ITe cpencrtea 6]'IOKVIpOBaHVIFI HeXenaTesibHOro KOHTEeHTa KaK AOrMNoJIHeHWEe K CTaHOapTHOMY
PO,EI,I/ITeJ'IbCKOMy KOHTPOII0.

5. Heobxoammo 3HaTb, Kaknmm Yatamu nonb3yoTca Bawm getu. MNoolwpante ncnonb3oBaHue MOAEPUpPYeMbIX
4YaToB W HacTamBanTe, YTOObI AeTN He 0bLLanMcb B NPMBaTHOM peXuMe.

6. HactauBaiite Ha ToM, YTOObI € TN HUKOrOA He BCTpeYdasninCb JIN4YHO C OPY3bAMU U3 CETU MHTepHeT.

7. Mpuyunte geTen He BblgaBaTb CBOK JINYHYIO MHPOPMaUMIO CpedcTBamy SMEKTPOHHOW MOYThbl, 4aToB,
CMCTEM MFHOBEHHOro 06MeHa COoOBLLEeHNSIMU, PETUCTPALMOHHBIX (POPM, MMYHBLIX NPOodUNEN N Npu perncTpauun Ha
KOHKYpCbl B VIHTepHeTe.

8. MpuyunTte getel He 3arpyxaTb nporpaMmbl 6e3 Balwero paspelwleHusi. OObSACHUTE UM, YTO OHU MOTYT
CrnyyaiiHO 3arpysuTb BUPYCbl UMK ApYroe HexenaTenbHoe nporpammHoe obecnevyeHue.

9. Mpuyunte Bawero pebeHka coobwate Bam 0 NtobbIX yrpo3ax unm Tpesorax, CBA3aHHbIX ¢ VIHTEepHeTOM.
HanomHuTe petsam, 4To OHM B Oe30macHOCTM, ecnv camMu pacckasanm BaM, O CBOMX Yrpos3ax Wnu TpeBorax.
lMoxBanuTe Ux U NOCOBETYNTE NOAOWNTY eLle pa3 B NOJOOHbIX Criyvasx.

10. Pacckaxute getam O nopHorpacdum B WHTepHeTe. lMomorute MM 3awmMtuTbCsa OT cnama. Hayuute
NMoApOCTKOB He BblAaBaTb B VIHTepHeTe CBOEro pearnbHOro afIeKTPOHHOro agpeca, He 0TBeYaTb Ha HexenaTterbHble
nMcbMa 1 UCMOoNb30BaTh CrneLnanbHbIe NoYToBble PUNBTPHLI.

11. MpuyunTte cebsa 3HAKOMUTBLCS C canTamm, KOTOPbIE NoceLLaloT NOAPOCTKU.

12. Hayunte geten yBaxaTtb Opyrux B UHTEpHETE. YOeaMTeCh, YTO OHU 3HAKOT O TOM, YTO MpaBuna XopoLUero
noBeAeHWs OENCTBYIOT Be3ae - JaXe B BMpPTyarnbHOM MUpE.

13. OObsicHUTE [JeTsiM, YTO HU B KOeM cIly4yae Henb3s ucnonb3oBatb CeTb AN XynuraHcTBa,
pacnpocTpaHeHWsl CNNeTeH Unu yrpo3 ApYrmmM NasiM.

14. O6cyguTte c nogpocTkamm NpobriemMbl CeTeBbIX a3apTHBIX UIP U X BO3MOXHbIV pUcK. HanomHuTe, 4To AeTu
He MOryT uUrpaTtb B 3TW UIPbl COMMACcHO 3aKOHY.

MOCTOSIHHO KOHTPONUPYITE ucnornb3oBaHue MHTepHeTa Bawmm pe6eHkoM! 3To He HapylleHWe ero NIMYHOro
MpOCTpaHCTBa, a Mepa NPeaoCTOPOXHOCTU 1 NposiBeHune Baluei poautensckoi OTBETCTBEHHOCTU U 3a60Thl.

KoncyanaHTHnmc www.consultant.ru CtpaHuua 15 n3 15

HageXHasi npaBoBas nogAepxka


http://www.consultant.ru/
http://www.consultant.ru/

